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\" Magalie Roman Salas, Secretary
Federal Communications Commission
1919 M Street, N. W. - Room 222
Washington, D. C. 20554

In Re: CC Docket Nos. 92-115, 94-46k 93-116
Notice ofEx Parte Letter

Dear Ms. Salas:

Pursuant to Section 1.1206(b)(2) ofthe Commission's Rules and Regulations, ICSA, CellTek
and MTC CommunicationI(pons for reconIiderItion in the aboVe-refeseDCe proceedina)
hereby give notice ofa written ex parte submission to Messrs. David MeIRS and Julius Knapp
of the FCC.

This is a follow-up letter to a meeting held on March 6, 1998 with the staff'ofthe Office of
Engineering and Technology of the FCC Laboratory regarding the noncompliance ofa number
of cellular telephones.

Michael G. Heavener
Vice-President
For CellTek and MTC Communications
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Independent Cellular Services Association
Box 2171. Gaithersburg. Maryland 20886; E-Mail ICSA@Bigfoot.Com; 301 523-5187

April 6, 1998

Mr. David L. Means
Acting Chief
FCC Laboratory
7435 Oakland Mills Road
Columbia. Maryland 21046

Dear David:

Thank you. Charles, and Frank for meeting with us on March 6. 1998 reprding our Ex Parte
presentation on the ESN rule in Section 22.919. We were pleased with your objectivity and
interest in our point ofview. We believe that we proved that several major manufacturers have
not met the key parts of22.919 and continue to produce phones that can be cloned in seconds.
This letter is a fonow-up to our meeting.

In summary. we showed five(S) ceOular phones marketed by four(4) finns that were type
accepted after January 1. 1995, each ofwbich was able to have its ESN modified and
continued to operate. in violation ofFCC Rule Section 22.919. Also this is apparently in
contradiction to representations made by the manuticturen in their type acceptance
applications. We changed the ESNs in 4 ofthe phones in seconds using a programmer that
was borrowed for the demonstration from one of the manufacturers ofthese devices.
Thereafter. it was returned. We did not have access to the equipment needed to demonstrate
the noncompliance ofthe Ericsson AF738 during our meeting. We sent it away to another
company and its ESN has now been changed and it too continues to work. The phone is
available for your inspection upon request. There are additional phones and manuticturen
which we believe we could add to the sample group that we showed you. We continue to
research makes of phones that do not meet the rules.

We have obtained the certification pages trom Toshiba!Audiovox and Ericsson. As you know
two Motorola files have not yet been found. We are most interested in them since these two
phones are amona the best seUing units in the market. We uk. that you please advise us ifyou
locate these files. If you don't, please request replacement copies ft'om Motorola. ITS has a
standing order to copy these pages for us. At this time we are only seeking to view and copy
those portions ofthe files that contain certification ofcompliance with FCC Rule Section
22.919. We do not believe those portions ofthe files are subject to confidentiality, but if they
are please inform us. We can prepare and submit under separate cover a FOIA request for
these documents.



After our meeting we obtained a copy of the Cellular Telephone Industry Association's
(eTIA's) own certification standard. The guidelines to receive their "good housekeeping seal
of approval", which appears on various literature, is very similar to your rules. Manufacturers
pay CTIA to have their equipment evaluated. We have attached two pages from paragraph
3.3.2 which is titled "Security Requirements", which became effective April 15, 1992. CTIA
has no testing procedure for this critical requirement and apparently relies solely on the word
of the manufacturer. With all ofCTIA's so-called emphasis on ESN Security, which includes
about two dozen civil lawsuits against extension firms, we are shocked to find that they have
overlooked this critical process within their own certification process program. Apparently,
the desire to have low-cost phones really out weips the need to eliminate fraud or they plan
to enter the extension market once they force the independents out ofbusiness.

The cellular industry clearly knows that the phones such as those made by Motorola, can be
easily cloned because they are the sponson of the S. 493 and H.R. 2460, which outlaw in
many cases the pl"OiJl'llDlDina device we showed you and your coHeagues. Certainly, the
industry is aware ofthese programmers capable ofquickly changing the ESN. They cited the
ads, found in Attachment 8 from our larawy 23, 1998 letter to Chairman KenDIrd, before tbe
House Judiciuy Committee. We believe that it is very clear that the phones we showed you
violate Section 22.919 in the following areas:

1; "The ESN must be isolated from fraudulent contact and tampering."

2. "The ESN must be tictory set and must DOt be alterable, transferable, removable or
otherwise able to be manipulated."

3. ••Any attempt to remove, tamper with, or chanae the ESN chip, its logic system, or
firmware originally proarammed by the manufacturer must render the mobile transmitter
inoperative."

Today'! cellular phones can be cloned easily and quickly because the manufacturers use
muhiple readlwrite memory. This enables a phone to be cloned not just~ but many times.
The original GE car phone we showed you used a "write once" ESN memory chip. The data
was also encrypted such that the tecbnolOlY is well beyond the capability ofthe majority of
criminals to accesa or maniplJlate. We al80 explained that Nokia phones cannot readily have
the ESN cbaapd and we believe their phones meet 22.919. Ifyou refer apin to Attachment 8
you will note that .-e of 8 ads offer any hardware or software to reprogram Nokia phones,
yet all have ads for Motorola, since they are so easy to clone. Also, these Nokia phones do not
have their data lines conveniently brought to an outside plug. We mention this not as an
endorsement ofa particular~ but rather as evidence that it is possible to make a virtually
tamper-proofceUular phone.

eTIA and some of the lJIIIJUficturen have tried to put a spin on this problem by claimiDg that
the post-l99S ceUuIar phones were compliant with Section 22.919 when introduced, but
cloners have gotten more sopbiJticated in figuring out ways to overcome the DIIIlUfaeturer's
ESN protection. The facts do not support this theory. Two ofthe phones we demonstrated
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were susceptible to ESN modification using a programmer that existed m:i2r to their type
acceptance dates. In other cases, the programming tools were available within months. While
we don't develop these tools, we suspect that the developers wait to see ifthe phone is
popular and sells well before they make a big investment in code development. Section 22.919
does not have any time period for ESN protection mentioned in the role. Moreover, in most
cases the noncompliance has less to do with the skills of the firm making the programming
device but with the design ofthe phone itself. As stated "the ESN must be isolated" or "its
electrical connections must not be accessible". The models we showed you, for example, did
not comply with the requirement of Section 22.919 that ''the ESN must be isolated" or "that its
electrical comections not be accesstble" - either that. or we are witnessing a truly scientific
miracle: biomechanical growth!!!

We remind you that our primary goal is to provide a competitive alternative for cellular
extension phones, subject to reasonable safeguards to protect against fraud. The cellular
carriers have used Section 22.919 as a weapon, however, to block any such competition.
Section 22.919 was intended as an anti-fraud measure, but is clear that it has had no impact on
true ceDular cloning ftIud. It is inequitable, and possibly iJIepI, for the Commission to
continue to allow this role to be used to thwart competition with the carriers, while aBowing
the carriers and manufacturers at the same time to ipore the rule. Accordin&IY, we
respectfWly ask that the Commission withdraw type acceptance from those units that do not
comply with Section 22.919 of tile Rules. Furtt.mor~ it is apparent that the violations are so
serious that the phones that are in violation should be recalled. As claimed by CTIA in its
lawsuits against extenIion phone firms, phones that do not meet 22.919 are il1epl
transmitters(this is a matter of record). The phones demonstrated to you do not meet 22.919.

Again thank you for meeting with Bob, Ron and myself.

Sincerely,

Y0LJ~
M. G. Heavener
Vice-President
For MTC Communications &\ CeUTek

cc Mr. Julius Knapp

Attachments



Tvoe Acc. Grant
Jan 1996
Dec 1995
May 1996
Aug 1996
Sep 1996

8A4E6F48,

055B138ir

902FJIl.lAA:·
05C:\8B4, ,

E01F6D4.0

ESN :t

· ~: . . ~~

Representative Li~t of poteQtial!~ ~o~C),"tC"'t"r
\. , 1Jil';i·~ :' i'.:~ .

Model

OPC 650
CT-500

StarTac

AF738

MVX - 460

',"
i. '~l ~J

,; . .~ .~ ..J,': ;~"~:':.'.
, '" l . , .....t .,;\'.

The above is only a representati~ Ji~ ofpotentially noncompliaQt pho~estw"~ have ~*~fled others and believe there
are many more we have not yet i4entified~ , :,,:,

The ESN has been modified in each of the above-listed units, except the Ericsson. The modif_ation of these cell
phones was done solely for experiment~ and demonstration ~rposes. None of t~ .listed units has a valid MIN
programmed into it, and none of the altered units has been or~ be usC¥l to ~cess'~e cellular service of a carrier.
These units are therefore not in violatwn ofeither Maryland law Or FCC RUle Se4.lion 2i919, as discussed in note 3.

1.

2.

Manufacturer
Audiovox
Motorola

Radio Shack

Notes:

Motorola

Ericsson

j

3. Article 27, Section 557D, of the Maryland Code prohibits the posses$oA or use of a 'lloned wireless telephone. For
purposes of that prohibition: "IC~nel means to convert a wireless:·tel~.wit~i1lhe Ii.ltFtronic Serial Number and the
Wireless Telephone NUJllber,obt$e4 frowa registered wirelesst~ ,wid,oule theifio-.nt of the service provider."
In preparing each of the above phones for demonstration purpos~.8I:\,ijvtud·MJ; was used. Accordingly, since none
ofthese units has been reprogrammed'with both the ESN and the ~<J'" regi~~ (and therefore can not access
the cellular service) none ofthese units ~ a clone within the meanirig~la~~w. lbe uso. of an invalid MIN also
avoids violation of FCC Rule Sectio,,~2.pI9 even if it is assumedtbat~ 01'~o£!beESNs programmed into the
above phones is non-unique. Section 22..919(a) requires that "[e]ach:~* tr•.itter'Ut s.ervice must have a unique
ESN." 47 C.F.R. § 22.919(a) (emphasis added). The invalid MINp'rev~s the~ t.tilits from accessing the cellular
sbrvice of any carrier, antlthephonelcthuswe not "in service" amt:':~"'t~(jpeof22.919(a).
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3.3.1.3 EMIlEMC Requirements Waiver

......1IlI
~FulIft.

eTtA Program Management Document - Mobile Station Certification Programs

1S-55-A Dual-Mode TDMA Mobile Stations, "Recommended
Minimum Performance Standards of 800 MHz Dual-Mode Mobile
Stations"
1S-90 Dual-ModeNAMPS Mobile S~ati9.l1s,"Rec~e·nded

Minimum Standards for SOO-MHz Dual-Mode Narrowband Analog
Cellular Subscriber Units''''~' :;;'.{ '.~ .. ".,:".:::

Additionally, mobile stations must comply with"ilie1atesfrevision of
compatiMtity standlrds, curre~-S.I!J .t()ual-Mod~
units, EIAlTIA-SS3 for AMM dtiIs aiQ"IS=,-or Dual"J1ode~.I~
NAMPS units. ,- ....... .... - '! ':'!~ .......

4.)

3.)

2.)

1.) Test"Ptiri fo~ 800 MHZAMPSrrDMA Dual Mode Cellular Subsciftier Sb.tiohs"
2.) T.Plalffor100.Mlb AMPSINAMPS Dual Mode Cellular~ ......;,....
3.) Test Plarlfor 800 M!#AMPS Analog Cellular Subscriber Stations '1 .~

In order to minimize certification costs to the manufacturer, CTIA will accept proof
of FCC type acceptance in lieu of performing the EMIlEMC teslS deJCriWed in the test
plans. This proof will consist of a copy of the FCC Type Acceptanft·.~on and
proof that an FCC 10 number has been assigned to the mobile station. Ifno such
proof is provided, CTIA must perform the EMIlEMC testing at anadditiotJal. cost
before granting certification. See appendix C for the cost of EMllEMC testing.

3.3.2 Security Requirements

The anti-fraud requirements, Section 3.3.2.1 generated for this Test Requirements
Document became effective April 15, 1992.

3.3.1.2 Certifiea&;n Test Plans

Detai~~"~-~'~Y" 'i~~_ ~_"'~.~~,..:
contameflri 0 . rig documents. Please se~"~m4iiI""
detailed description of each electricalp~etric test peJionned.

(

I

I

I

I
,
I
I
I
,
I
1

I

3.3.2.1 ESNlFirmware Requirements

3.3.2.1.1 The ESN shall be factory set and shall not be alterable, capable of
duplication or removable outside of a manufacturer owned facility. \ Any
attempt to remove, tamper with, or change the ESN host component or

'The manufacturer shall be responsible for the security of its facilities.

• A - ~ - .. Aa nt Oocument Pale 7 Issue 4. \: October \996



3.3.2.2 Authentication'Requirement
.,' _..

Effective February 1, 1996 subscriber authentication in compliance with IS=91 and
IS- S4 will be a CTIA Certification requirement.

3.3.3 Safety Requirements

The safety of cellular phone users is ofprincipal concern to wireless service- providers.
The following requirements must be met prior to certification.

3.3.3.1 Hands-Free Requirement

Any mobile station that is designed and marketed for use in an automobile
must be equipped with "hands-free" operation as standard equipment.
Any conversion apparatus that changes a mobile station from portable or
transportable to automotive use must include as standard equipment all
necessary items for "hands-free" operation.

t

I
I
I
,

~

'.0"'-f--.;

/

3.3.2.1.2

·~·,f~,';';,·?~
I ~

_-:'.~~~::,$.;~~~.1.3

"~I

." .-~..;.-.

\
\

3.3.2.1.4

3.3.3.2

Program Management Document • Mobile Station Certification Programs

operating system as originally programmed by the manufacturer shall
render the mobile station inoperative.

Where a dedicated ESN device is utilized, it must be pennanently2
attached to the device that reads the ESN and the path to the device must
be secured. The device shall not be removable and its pins shall not be
accessible.

Where the ESN resides with other memory, the encoding technique shall
include multiplication or division by a polynomial, cyclic coding, or the
spre.ading of ESN bits over non-sequential memory locations.

Unauthorized alteration of the unit's operating softwar\ shall render the
unit inoperable.

Safety Documentation

The TIA Ad Hoc Labeling committee has prepared unifonn language for
manufacturers that accurately provides customers information on the safe
use of their cellular phones. Effective February 1, 1996 manufacturers
must certify that all production units shipped will include the complete
TIA Health/Safety language, as adopted in the TIA Labeling Final Text,
dated April 24, 19953

. The certification shall consist of:

zPennanently is defined as potted, epoxied, or soldered.
)This text refers to analog units only. language for digital units is currently being adopted by the labeling
committee and must be adhered to once in place.

eTIA Program Management Document Page 8 Issue 4, I: October 1996
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Attachment A

PUBLIC NOTICE
FEDERAL COMMUNICATIONS COMMISSION

Common Carrier Public Mobile Services Information
October 2, 1991

Report No. CL-92-3

CHANGING ELECTRONIC SERIAL NUMBERS ON CELLULAR PHONES IS A
VIOLATION OF THE COMMISSIONS RULES

... "..."1

It has COllie.. tI)..'a~.·.··.·..~. attention of.. the Mobile Services Division that individuals and .companies may
be alteri~~, ectronic Serial Number (ESN) on cellular phones. Paragraph 2.3.2 in OST
Bulletin No. ~ . Cellular System Mobile Station - Land Station Compatibility Specification,
July, 19~ --,hat "[a]ttempts to change the serial number circuitry should render the mobile
station ino~.11 The 1981 edition of these compatibility specifications (which contains the
same WOrding.) 'f'S included as Appendix D in CC Docket 79-318 and is incorporated into
Section 22.915 qlthe Commission's rules.

'J
Phones wilhe2 ESN. dli not comply with the ComlllissiollT iUIes and any individual or
companyop. such phones or perfo~ing such alt~ns, is in viola.• ~." }.. iOn. of Section 22.915
ofthe Coman ,,'s rules amtcould be subject to appropnate enr~act1on.

'S ..../
Questions concenJng this Public Notice should be addressed to Steve'Markendorff at 202-653-
5560 or Andrew ~achby at 202-632-6450. '

--i-- -;:."'t1l .•~ ~;c, J,.

-FCC -

..
-~~-~-------------------------------------------------------------_._- ----------

-4-
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FCC Rule Section 22.919
47 C.F.R. § 22.919

Electronic serial numben. - The Electronic Serial Number (ESN) is a 32 bit binary number that
uniquely identifies a cellular mobile transmitter to any cellular system.

(a) Each mobile transmitter in service must have a unique ESN.

(b)

(c)

The ESN host component must be permanently attached to a main circuit board of
the mobile transmitter and the integrity of the unit's opefating software must not

be altera,b"Ie. The, ,E,SN must be iSO,_.,, lated ,from", fr,a~,d".,,U",I"e"" '''',. nt",Itt,',' atld, tampering. If"the ESN host cony>onent does._QQ1: contaa other mfo" 'D,daat component must
not be removabll,aad .its electrical c-.ctions, ',' or. t b~ access~le. If the
ESN hOI\: ",'" ' con~ains otb~r inf~!l!tion; , :(. iIIfi be~ncoded using
one or _ fOllowmlJ>,ttAl1lques;o: 'l" "." ;~ ~.~ . ..-

''tl' ",..".. ,; ,"~ ,=""'"
(1) Mu,ltipllfMioR or divisiot:tby a p<'lYJtomfal; ;..- '

,~-;~,-, " ,."'- <4! , "".,,~

(2r-"''''CY'C~iC- co4i~g; ~''''~ '~:~'

'"
(3) The spreading ofESN bi~ over various III)ft-S' .,Cttiar'memory locations.

",•.y>~""t. • .: ,;d'll. ~,-.:., j:=:'" '" ,--.(~'--'
The ESN must be factbry set and must not be alt~abr~, transferable, removable or

:~~:~e:;t:m":'~~:~t~-=:"~:~~, ~:iFo:C
sY$te(Q.,~or~e originally., Il{ogrammed by the!l!lJffaet8ter will render the
~ile ~~.~rioperative. "

-tlt:., ._ ..~ ,.<;tlIi ...

-"~
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:R.A.lVI .&
I MOTOI.OLLA, EI!3 I 9611

W/"tCI
9449/BIUCKS:
FlipI,EL1TES,ULT'R.A .
CLASSICS.ULTllA
CLASSICS 1, CARPHONES

ANALooermgrw,
2 AUDIOBOX: Audiobox SOO &

700 11:100.150
3 G.EJElUCSONS: OLD I NEW

G.E. 700 ,550,500& G.E. F\ipI
4 MrrsUBlSH1IDJMATEL~

3500&4000.
5 NBC P2001P3001P4OOIP600

PltOlP12OlPtlOlP7oo .
ALL liANDHELDS !

6 SONY:333
1 PANASONIC 353 t ,3551,3551
ClO_1P~.""
0 ... _OTOROL&.

CABLES (Fl..1P. BRICKS
ULTRA-CLASSICS, $115.00

AAA CELLULAR( 954)'923 3518
12864 BlseAYNE BLUD 264 NORTH MIAMI FL 33181

114 Sopombor 19'16/Nut,. Vol" NoguIrt.



THE RELIABLE bulletin boaId.service, soft­
win for .. nHdI. Cal 718 ... code USA:
987·1932,987·2813,987-1817,987-1880.

coupanf lnexpensiYe, quality, IBM Sha......
and CO·ROMS. <ASP> vendor: 11011 'N'
POP'S SOFTWARE. PO Box 15003-N,
SprtnghIII, FL 34809-0111. 352-888-8108.

.,... SHAREWARE. Free catalog; $1 disk,
3S. apeclafs~ huge ..Iactlon, 100% vlru.
fr... PYA, Box 2424, Scoft8daIe, AZ 85252.
802-486-8547. SpecIfy dlIk D.

CMI SOF1'WARE, also AmsIrad PCW soft·
WIn and hardware. -SO, 8", and hard MCtDrId
diID. Disk eopytng, 400 formats. $and $2 for
catalog, 8M!-foi FREE flyw. Specify c0m­
puter. EllIam As.oclat••, PO Box 2884,
AtaIcadaro, CA 93422. 8Q600t8808440.

11.000. TECHNICAL REPAIRS for TVI•
VeRa. PROJECTION TVa, CAIICORDIRa•.
AUDIO on dllk. Install. on yow' hard drive.
Easy Ioak-up by rnodeIIchuIiI number. For
DEMO v.r.lon ••nd '10 to: HIGHER
'NTELLIGENCE SOnwARI.1O FARM­
INGTON LANl.IlELViLLE, NY 11747. '10
.............. toward purchaH of the regular
venion of the TIP PROGRAM. 1.....211­
.-.151.....7740.

tiIUIIAL LAB" bIIIc .... cade a.y .
$21.15. ·C· iourci cod. library ......
Include. pattem recognition and apMCh
recognition .ump.... W. allO have rnInY
men "lind raboIIcs IllmlllaDrae SCIftwIn,
PO Box 480342, St. Louis, MO 831.-.7342.

, 314-788-1328.

lttIp:IIwwwoh•••ldIIog.colll T~'s'
....... Catalog" is now onIne. Everyting
the catalog contains and mor•• You ain't
IUIfId yeti

, WANT It Ind Iwant It now. Iwant all of your
SlUM m.-nory. IBM" MIc, new, used, even
defective. I want It aI. Highest $ paid. Now
s.,lIng m.mory.- W. can b.at any printed
pI1cIln Nuts & Voltl. Cal 1·800-4 MEMORY

, nowt VoCeIFAX. .

. UNUXI UNUXI UNUXI If you aren't pur·
chIIIng your Unux PI:QducIa tram us, you ....
paying too muchl W. offer the "'*' dIItrIbu- '
toni (Y......, SIIdcwarI,Red Hat. 1tC) at
...........' W. Il1o carry a full of
bookI. ConIIlct us at _.ch ........

, and us. our secured w.b ..rv.r. E-Mall:
....cheapbytII.cam Fax: 208-387-8518.
a-p-&ytH, PO Box 2714, loci, CA.95241.

*J.-c.Ie......

N.-A.......~

*7-W.,...

*EE3

AMAZING PROGRAM. You teach It linear
related subjects by example to. solve a wide
variety of word problems. No formulas or
equations required. Crea. text for wont prob-

. lams such .. .us TRAVELED at. MPH
and DESTINATION HI'S. For the above
word problem you would then give the pro­
gram two Intuitive example. of miles with

- ''r*tad hours answers, like (65 miles Is equlv.
to 1 hour and 650 miles Is equlv. 10 hours).
You can then enter new values for mil.. to
travel at 65 mph and the program wi. display
time.to destination answers. The program

·can aIIO print a list of answers for a saIect8d
range. Learned subfect8 can be saved and

· reeded. BuIld your own expert aubIect bale.
PC, VGA, 3-112'" 1.44MB drive. S8nd $20.50
plus $4.50 S&H by Chadc or money order to:

· INVOTEK Dept.: CONVERT·IT, 2910 East
, 16th Sl, Muncie, IN 47302. '

SHAREWARE CATALOG. Over 3,000 pro­
grams, fr•• game on every catalog disk.
Great prlcea, bonuses, free dI8ks. Data Mate, .
Box 2811, Ronkonkoma, NY 11779.

, '.

eo,. t _,,........,
...,.......
LCD""'"

"CopyCat, Bback Bu, Stud-aloDe Pl'Qln--er"
You,have all heard of this amazing devia:, DOW you can
own one for yourself. Complete with'cabIeS, ancl easy

'iDstructioDS. No kit to put tolether. Completely
Assembled & Pre-tested.

E1M:tnHtk Senb & SlIpplJa
219-144-41"

BYDN31U1@PrtHJiry.co.
1Ittp:l1www.Cl.is.co1lf!-1fUICPY1.I.

. ·PocWSIu

............
i"~"""'1 At
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~ f'. -~~
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Write In 1II on R.ader S.rvlce C.d.
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Pio 5100s .
03-VI .
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Black B.B. . $195
Fe's .... ~ ".. ~ . $215
Z MANN 16008,- $135 Black-S 35s or 50s . $135

CALL 1-800-945-6625
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Qvk CeIlIer. 770-907-6225

L·1.II'a.IILD • ,.,..,..." TV CWl 8enquet.
AriIIIlft ........... !kocM.-:k 211-5)2-3137
Iff·EYAllSVIlU· WIMer .......~
Co. F.......... tiel 8'2"'19-574'
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JenIey EIlpo C__• KQP~ 908-297-2526
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"The Most Advanced Universal Cell-Phone Programmer"
"The MAGIC-BOXTM - Does Most Makes & Models via the Phones Keypad (much bettC?c than a Copy-Cat)"

The MAGIC-BOXTW is a small and powerful Staildard unit Programs & Repairs (OOOOFFFF faults) all
Universal Cell-Phone Programmer. It only MOTOROLA models to 961C, (incl. EEl, 2 & 3).
requires the phone and a lead (supplied) With the extra firmware upgrades it will also
to program the phone using the .. do all NEC, ERICSSON (incJ. 96),
phone's own keypad. With the 1- MITSUBISHI, AUDIOVOX,
MAGIC-BOXTW attached !be ESN is t STARTAK and much more!
simply entered on the phone's keypad .~. Prices start from only $999 for a
and then after a few seconds the phone IS standard unit and two lead sets
programmed! It is supplied to do the Motorola ~ease enquire for prices on additional
models as standard, but can be upgraded (before 01.8_ ~ firmware upgrades and extra leads.
and after purchase) to become a complete Multi- ~n,.
Programming tool for almost all phones in use today. Note: 1M lUI un;1 is a Call Us Now on....
''This is the only Cell-Phone Programmer you will ever need!" . plain bole (110 IIOIne fliC. 01144-188-333-0060

• I ~ M~F.M. COMMUNICA~IONS. 57AddisonRoad,Caterham.CR3:5LU.UK. ~
~ "For In!onnalion Purposes OnIyH ...-..
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WE OFFER YOU .,BE LOWES,.
PIlle IliA!!
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CARL'S ELECTRONICS. Everything you
ever wanted to know, but were alraid to ask.
Cable descrarnbling, electronic plans and
kits, and much more. Several informational
items now available online. Corne check us
out at http://www.u"ranet.coml-cartton or'
can 508-534-3228 lor more inlormation (9am­
1pm Easrem).

. ) ~:.
~. .
, -..... ~ "

eIs $34 ea. 0Iher test aids $20-$35 ea. fOf
compatible boxes. C811216-428-6910.

CABLE DESCRAIIBLER USING SIX
PARTS FROM RADIO SHACK FOR UNDER
$111 ANYONE CAN BUILD. NO SPECIAL
TOOLS OR ELECTRONIC KNOWLEDGE
NEEDED. INSTRUCTIONS GIVE TWO
METHODS. $10. VIP, 5850 W. 3RD STREET
SUITE 104, LOS ANGELES, CA 90036.

w".... HI ... ....., IenIIce Card.

~ Guarantu
~ on all items

Reboot Electronics, Inc.
P.O. Box 1065

Maywood, NJ 07607
PboneJFax 201-457-1980

'·::·';CALL us AFTE,R YOUVE CALLED THE REST...
We ~h.ip:sameday wi~" next day delivery ~nYWhere in the world. Payment must be
«'<{~:'::~"'~:.\;. collect~d'funds,: Western Union or U~S._Postal Money Orders only.
.. ',-'" ":'. : .• ',,-••' '. •..• '. '.... • ........".JO~ ..... - .,...... .". . .. ' .

.:.;'; Altequipment'is sold solely' for ed(Jcatior,aIYof~erimentalpu'rposes.
scaE as liGoE so. _a:'c:: •

w...... ,................... c.nL

• PIn lIMe P $2.50
13 PIn DIN lor Kaftwaod $2.7S
• PIn DIN lor Icotn .,. $1.00
• PIn DIN lorKe~ $1.50
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HP 204C OS'
synchronizes,
$2.25, one. $1:
VISAIMC.

MICROWAVE
Watkins·Joh,.,Od8tn oUlp
frequency ant
$68,000; no...
HamUlon lnal!
8OOoTO·BUY·'

HP 3110A s
$1.000; HP 35
ttvI Ilvel me
443IA atteRUI
34UA, S2OO;
$110; HP <t8CIl
34IOA, $300:
EIecIronics 30:

POOIlIIAN'I
Receiver KIL :
$78. Now.".
fiIllIIs. Irackln
frIquency ...
IBM compatlt
etMlIopt for d
3'OB.~

~t .
.'" I

\.
1\•

STDEO IIIC
du.1 magnifi
10X&30Xon ..
..... OndUll
7-4SX zoom'
aVlllabl4l. sea
Atdwood City-

. 41....5846

WAVETIK 1~
Wavatek 157
.-0: Wavetet
SZI5O. lSI., PO
92tlO7. 714-4f
tMil: sklarO"

WANTED: L,
MINT (Tlktrc
'nt Iquipmll
Systems. 214-

OOIIMUNICJ
.... PCIIII'Id CI
10Hz reeoIut\l
TTG·29 $8Q(
707·747·527'l

HP 11I7A I
350MHz sp
8e8OB. HP I
syntte8izad·
rnoIutiOn. 8'
475 SCOPI;
8&4OA {c1i81 !

. TEKTRONll
1433M $17
manual 51!
Surplus. 71~

lar tor used s­
trom HP. Tektl
at Metric for in
3424.

•

•• IV,,"," w",,_,,_ ."",........ ""_ ........._ ........ _, .__. '.'"
also handle 478As and many others. Can or
tax tor more information. Willamette RF. Inc.•
541-754·7226, FAX 541·753·4629.

C·TEK CUI. - Turn OKl900 or At&T
3730 into acellular monitor ...

011 _ • Programmable phone, modified
& complete ..
Chip installation only $111
Chip only - $175

NEW. USED Hewlett PaCkard 10B33A-D.
HP·IB cables trom $10. Call Psltech Plus
707·745-4804, fax 707·747·52n.

~OO,~,· •........•........ , I ..

.C E. Clip -Programs Modell's P700, P701,
P760, P761 ~"L ",' •• ' ..

GE, Erlcau lSI clip· Programs Modell's G.E.
CT700,CT550,CT750,CTBOO
"Erlelloft. Model "'s AH210 AH220, AH235,
AH237, AH238, AH300, AH310, AH320 ..$500

,
'. , ..... '01...... IF CIL1.UUI ,......D1W..AID EIPIIPIIIIIT

Purchaser agr. not to use said software and equipment for any illegal purpoSIJ. This includes line fraud. computer fraUd. cellular S&I'Vice fraud.
and any other fraudUlent acts according to all federal and local laws. including rules of the FCC title 118. section 1029. and all Ronda statutes. All
software and equipment is sold only to quaUfltd buyers. All software is sold for educational purposes ONLY!! I

. '~THE 951ClOP' KAT" - Program any Motorola phone· the
Flip, the Micro-tac, the Ultra-Lite, the Elite, the 951 C, or any
installed or bag phone. Complete with all 4 cables, instruc·

~:~4f~~.;~~.~:iE§:i;~~; tions, is battery operated for ease of use $1.

'.~!t~.~.~,'"System - Programs up to .........1, D ·t.1 Softwlra - Program
.~4'_version~ includes flip cable, computer cable Mitsubishi handheld Modell's 3500, 4000, 4500
and transfer box ;" $858 &newest 5000. Diamond·Tel handheld Model "s

,,' _#.:._.'.. '-.,:.o.~~:.~.:.,.' •
. .- '. - '-" 1BX, 20X, 22X & newest 25X complete with

NEC' UN C,lIp ~"programs Modell's 110, 120, cable, no phone disassembly required ...SSOO
180,,181 .. '.' .\:'•...................$600
";j~:i' . ," ',.'

.•CEll Clip - Programs Modell's 400 &

C~j.!E~ L' L U L A
... ':: ·i-r·~ .

·tr~uipi~e.ct, from the manufacturer
.~ 10 years of quality equipment &service

.. ~". ~

f..A.I... ·r,VI~J'lVr. !:I'OCIt Ut:rcIJ~ UtI UO.u WV....... I\I

st equipment visit our Web site at:
p:J/WWW.Odu/o.comIeotpIequipl8k 415·244·
38. '." •



Web page: h~tp:llwww.mot.com:80/GSS/CSG/StarTAC/PR/pr960103_2.htm1

MOTOROLA'S NEW StarTAC(tm) WEARABLE CELLULAR TELEPHONE INCORPORATES NEW
Navigation Bar

For more information please contact:
David A. Pipsky
Motorola, IflC. 841
+1 847-S23-a7SS

MOTOROLA'S NEW StarTACTM WEARABLE CELLULAR TELEPHONE INCORPORATES NEW
FRAUD-FIGHT~NG AUTHENTICATION TECHNOLOGY

- ----
LIBERTYVIL~E, Ill. - January 3, 1996 - Motorola's StarTAC wearable cellular

telephone, ~he ,orld's smallest and lightest at a mere 3.1 ounces, incorPOrates
a variety of exciting new features and an incredible new design. However, one
of the most important features of this new model is that it' is authentication
ready. Auth,ntication is the process by which information is exchanged between
a cellular phone and the cellular network to confirm the identity of the
cellular phpne. The StarTAC phonels authentication-readiness helps to coabat
the increasing problem of phone fraud.

liThe cellul.r industry has been faced with a 'sharp increase in the nUliber of
phone fraud cases over the last few years," said Robert N. webshappel,
executive vice president and general manager of Motorola l , Cellular Subscriber
Group. "Wittl the industry standardization of this new technology, Motorola is
able to be ~he first to market cellular phones offering increased protection
from fraud. And we expect Motorola's multi-million dollar investment in
authentication will reduce the number of fraudulent claims cellular service
providers f"ce on a daily basis."

Motorola'S Cellular Subscriber Group incorporated authentication across its
product portfolio of personal, portable, transportable and mobile cellular
phones manufactured for its U.S. distribution channels. Anyone concerned about
potential c,llular phone fraud can buy authentication ready units today.
Consumers s~ould contact their local cellular service provider to determine the
availability of authentication, as the authentication feature only works in
authenticating networks. Motorola has been shipping authentication ready units
since August, 1995.

According tp the Cellular Telecommunications Industry Association (CTIA), in
1994, the c.llular industry lost $482 million - $1.32 million daily - due to
fraud. Thatls up from $365 million the previous year.
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